
PERSONNEL SECURITY

SRC’s revolutionary personnel security software tools put a 
human face on cybersecurity

BACKGROUND
Protecting the perimeter has taken on 
a new meaning for the government 
in today’s data-driven, Internet-
dependent world. Locks and keys are 
not enough to ensure that unwanted, 
malicious individuals are kept out 
of areas that, if accessed, could 
prove detrimental to national security 
and our way of life. In addition, 
ensuring that individuals who require 
security clearances are hired in 
days, not months, has become a 
national priority.

At SRC, Inc., our software engineers 
have developed revolutionary 
personnel security software tools 
to protect vital networks and cyber 
assets, from the inside out. Through 
more than 45 years of combined 
applied research in human behavior 
and software development, we have 
designed algorithms that automate the 
personnel security processes.

SRC’s technology can be applied to all 
areas of personnel security, including 
security clearance automation and 
insider threat detection. SRC’s 
cyber professionals understand that 
cybersecurity starts with a focus on 
the human element.

SECURITY CLEARANCE 
AUTOMATION
Today, security clearance investigators 
examine all aspects of an applicant’s 
background through a costly, time 
consuming and often manual process. 

SRC’s software engineers have 
developed a revolutionary automated 
approach to processing security 
clearances that performs a reliable, 
credible review of the applicant’s 
information, in days rather than 
months. SRC’s software is combined 
with the power of high performance 
computing to parse through terabytes 
of collected data, with algorithms 
based on natural language processing 
and risk analysis based on predictive 
behavioral modeling. Adopting an 
automated adjudication process would 
save millions of taxpayers’ dollars, 
and provide government employees 
and contractors clearances in just a 
few days, for those investigations that 
are fairly clean.

INSIDER THREAT DETECTION
When the threat comes from within 
an organization, conventional security 
technologies such as firewalls and 
intrusion detection systems are 
ineffective. SRC’s comprehensive suite 
of modeling and visualization tools can 
play an important role in cybersecurity 
and help identify insider attacks and 
guard against them. Our technology 
can perform risk analyses in a 
fraction of a second and is scalable 
to handle hundreds of thousands 
of cases, supporting real-time 
monitoring. Through an automated, 
continuous process, patterns of 
behavior are identified by analyzing 
available cyber data, and risk profiles 
developed to alert organizations to 
potential problems.
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PERSONNEL SECURITY

NO TIME FOR ERRORS
Personnel security is an area where 
time and quality is of the essence. By 
applying SRC’s software to clean case 
adjudication, hiring decisions that 
would have taken months are reduced 
to just a few days, without sacrificing 
quality. For federal agencies, this 
means more time for security analysts 
to focus on potential security issues.

Inside the perimeter, the software 
is part of a complete and effective 
insider threat governance strategy, 
acting as an early warning system to 
help organizations monitor, detect and 
take action against threats to networks 
and critical data.
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